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AI Challenges to
Attorney-Client
Privilege and the
Work Product
Doctrine
By Emily Madoff

The recent explosion of AI use has made legal analysis available to everyone.  Clients and litigants 
who formerly had to rely on their attorneys for virtually all their legal analysis now may query an AI 
platform and obtain some fairly accurate information on their own.  This access may undermine the 
long-established doctrines of attorney-client privilege and the attorney work product doctrine.  

The legal doctrine of attorney-client privilege protects communications between a client and their 
attorney from being disclosed to third parties or compelled in evidence in legal proceedings.  It is 
one of the most fundamental privileges in common law.  The protection extends to all forms of 
communication between an attorney and their client when the client is seeking legal counsel, with 
certain exceptions: communications made in furtherance of a crime or fraud, information about a 
fact in communication that exists independently, and business advice as opposed to legal advice. 
Importantly, sharing communications with unnecessary third parties waives the privilege.  The 
attorney-client privilege is held by the client so only the client can waive it.  Thus, if the client 
voluntarily discloses the communication to a third party, the privilege is lost.

Related to the attorney-client privilege is the attorney work product doctrine, a legal protection that 
shields an attorney’s case preparations and legal strategies from being shared with opposing 
parties during a lawsuit.  The attorney work product doctrine allows attorneys to build their cases 
and investigate claims without fearing that their thought processes will be exposed.  For documents 
or materials to qualify as a work product, they must be created specifically in preparation of a 
lawsuit or a realistic possibility of impending litigation.

While related, the attorney-client privilege and attorney work product serve different purposes.  The 
attorney-client privilege protects confidential communications between an attorney and their client, 
while the attorney work product doctrine protects the materials and documents prepared by the 
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legal team, including items that were never shared with the client. Together, these doctrines ensure 
attorneys may represent their clients vigorously and free from the prying eyes of opponents.  

In what was described by the presiding judge as “a question of first impression nationwide,”1 in the 
United States v. Heppner,  Judge Rakoff of the Southern District of New York ruled that written 
exchanges between a criminal defendant and the generative AI platform Claude were not protected 
from plaintiff government’s inspection by either the attorney-client privilege or the attorney work 
product doctrine.  

Defendant Heppner was indicted on various charges related to securities and corporate fraud.  In 
connection with his arrest, the FBI executed a search warrant at his house and seized numerous 
documents and electronic devices, among them many documents that memorialized 
communications about the case that Hepper had with Claude, the AI platform owned by Anthropic. 
Without any suggestion from counsel that he do so, Heppner queried Claude about various issues 
related to his defense strategy.  Heppner, through his counsel, subsequently tried to assert the 
attorney-client privilege over these documents, arguing that he had inputted into Claude information 
that he had learned from counsel and that he had created the AI documents for the purpose of 
speaking with counsel to obtain legal advice.  In response, the government moved for a ruling that 
the AI documents were protected by neither the attorney-client privilege nor the work product 
doctrine.  

In crafting its ruling related to attorney-client privilege, the judge noted that “[c]ourts construe the 
attorney-client privilege narrowly because it operates as an exception to the rule that all relevant 
proof is essential for a complete record and for confidence in the fair administration of justice.2 The 
judge referenced the well-established three-part attorney-client privilege test that would apply to any 
communication by a client: (1) between client and attorney, (2) intended to be and were kept 
confidential, and (3) for the purpose of obtaining or providing legal advice.  In applying these 
principals the judge found that the AI documents were not communications between Heppner and 
his counsel because Claude is not an attorney.  Also, the AI documents were not confidential both 
because Heppner communicated them to a third-party-the AI platform-and importantly, because 
Anthropic’s consent form provides that the data regarding the queries into Claude and its responses 
are used by Anthropic to train Claude and that Anthropic reserves the right to disclose such data to 
third parties, including governmental regulatory authorities.  Thus, the government was allowed to 
access the communications Heppner had with Claude. 

Regarding the attorney work product doctrine, the Heppner court found that the documents did not 
warrant those protections because they were not prepared by Heppner’s counsel, or at his 
counsel’s request.  Instead, Heppner prepared those documents on his own, so they did not reflect 
his counsel’s strategy at the time they were created.  

In contrast, in Warner v. Gilbarco,3 Inc, a case decided virtually concurrently with Heppner, the 
Court found that records reflecting a pro se litigants use of ChatGPT to assist with legal filings were 
protected by the work-product doctrine. In this matter, a former employee brought discrimination 
and related claims against her employer, Gilbarco, Inc. Notably, the plaintiff represented herself in 
the litigation and acknowledged during discovery she used ChatGPT to help draft filings. The 
-----------
1  United States v. Heppner, 820 F. Supp. 3d 292, 294 (S.D.N.Y. 2026)
2  Id. at 296.
3  Warner v. Gilbarco, Inc., 820 F. Supp. 3d 629 (E.D. Mich. 2026)
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Throughout her career, Emily has used the law to drive socio-political change, often 
protecting the public from consumer fraud. Emily recently focused on the rampant 
problems with surprise medical bills; she was instrumental in developing the Firm’s 
cases in this area, several of which have settled with full recovery for the class.  Emily 
presently is concentrating on using the law to expedite the benefits of diversity and 
inclusion.
 
A commercial attorney, Emily was mentored by Marty Popper, eventually inheriting his 
practice.  As such, Emily has represented several missions to the United Nations and 
various governments and government officials.  She is proud to have represented 
personally some early social justice luminaries, such as Freda Diamond and Ring 
Lardner Jr.  To this day, Emily represents the Georgian artist, Zurab Tsereteli, an 
internationally-acclaimed monumentalist and UNESCO Goodwill Ambassador, whose 
works are installed worldwide, including “Good Defeats Evil,” which statue sits on the 
front grounds of the United Nations headquarters in New York City.   The Tsereteli family 
owns the largest winery in Georgia, producing Tsereteli Wine.  
 
Emily has published many articles about the law, including for the New York Law 
Journal, an article explaining litigation funding (Analyzing the Fundamentals of Litigation 
Funding, August 19, 2013) and one about arbitration clauses in consumer contracts 
(Mandatory Arbitration Clauses in Consumer Contracts, July 5, 2016) and for Latin 
Lawyer, an article about the securities litigation spawned in the United States as a result 
of the Petrobras scandal in Brazil (Bringing 'big oil' to the Big Apple, March 2015), for a 
few examples.
 
Ms. Madoff is a graduate of Connecticut College (B.A., 1973), and Northeastern 
University School of Law (J.D., 1979). She is admitted to the Bars of the State of New 
York, the Commonwealth of Massachusetts and the United States District Court for the 
Southern District of New York.
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defendant employer sought broad discovery of “all documents and information” concerning the 
plaintiff’s use of third-party AI tools in connection with the litigation. The plaintiff objected, arguing 
that such materials reflected her internal analysis and mental impressions, and were therefore 
protected from disclosure.  The court rejected the defendant’s arguments, concluding that the 
plaintiff’s interactions with ChatGPT were shielded by the work-product doctrine. Importantly, the 
court emphasized that pro se litigants are not categorically excluded from asserting work-product 
protection. 

In considering these cases, it is important to note that the plaintiff in the Warner case was 
representing herself, effectively she was both the attorney and the client.  In addition, the plaintiffs in 
both cases apparently were using consumer-level subscriptions to the respective AI platforms. Most 
AI platforms offer specific tiers with zero data retention, and had those subscriptions been used, the 
Heppner analysis may have changed.  It remains to be seen how future courts will rule when these 
issues arise.
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Wolf Popper is a leading complex litigation law firm that 
represents clients in high stakes individual and class action 
litigations in state and federal courts throughout the United 
States.  The firm specializes in securities fraud, mergers and 
acquisitions, consumer fraud litigation, healthcare litigation, 
ERISA, and commercial litigation and arbitration. Wolf Popper 
was founded in 1945, and is headquartered in New York City.  
Wolf Popper also has offices in Washington, DC; Houston, 
Texas; Chicago and Springfield, Illinois; Boston, Massachusetts; 
and San Juan, Puerto Rico.

Wolf Popper’s attorneys are experienced litigators, many of 
whom have prior experience at AmLaw 100 firms or in 
government agencies. Wolf Popper’s reputation and expertise 
has been repeatedly recognized by courts, which have 
appointed Wolf Popper and its attorneys as lead counsel in 
complex litigations throughout the country.  Over the past 
eighty years, Wolf Popper has recovered billions of dollars for 
its clients.

Wolf Popper was one of the first laws firms in the United States 
to develop a class action securities litigation practice.  The 
practice was founded in 1958, and grew out of the Firm’s 
historical commitment to protecting the rights of individuals. 
Wolf Popper’s long-established role in the securities bar 
provides its clients with an understanding and insight into 
federal securities and state fiduciary duty laws that could only 
be obtained through years of practice in the fields. 

Wolf Popper provides a range of services which are designed 
to aid shareholders seeking to recover damages related to 
fraud and other corporate misconduct, as well as shareholders 
who seek to advocate for improved corporate governance.

Wolf Popper routinely represents damaged and defrauded 
institutional and other large investors in class action and 
individual securities litigations. Wolf Popper is regularly 
appointed lead or co-lead counsel in complex securities 
litigations. Wolf Popper is very selective in the cases it litigates.  
The Firm’s careful factual and legal research and selective 
prosecution has resulted in a significant percentage of the 
securities litigations in which the Firm is involved being 
sustained over, or being settled prior to a decision on, a motion 
to dismiss.  Wolf Popper regularly litigates cases alleging 
materially false and misleading statements in violation of the 
federal securities laws, as well situations involving as other 
corporate misconduct, such as (i) excessive compensation 
being paid to a company’s management; (ii) self-dealing 
transactions between a company and its management or 
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directors; or (iii) where a majority/controlling shareholder seeks 
to cash out the public, minority shareholders at a grossly unfair 
price or in a manner that compromises the process necessary 
to ensure that the public shareholders are treated fairly.

Wolf Popper’s portfolio monitoring service aims to educate the 
Firm institutional investor clients about securities litigation and 
corporate misconduct issues that impact their investment 
portfolios.  The Firm provides monthly and case specific 
reports related to current litigations and disclosures of potential 
fraud or other corporate misconduct.  Wolf Popper also 
provides clients with monthly reports of recently reached class 
action settlements to help clients identify settlements in which 
they might be entitled to participate.

Wolf Popper serves as a trusted advisor to institutional 
shareholders, and strives to help board members, directors, 
administrators, and other fiduciaries meet their duties and 
responsibilities to protect fund assets and mitigate the risks 
and liabilities. Wolf Popper represents a number of state, 
county, and municipal pension funds as well as Taft-Hartley 
plans and other sophisticated institutional investors. Wolf 
Popper’s portfolio monitoring services are provided to 
institutional investors at absolutely No Out-of-Pocket Cost and 
Risk Free. Wolf Popper provides litigation services to 
institutional investors on a contingent fee and non-recourse 
basis.  

Wolf Popper has a long history of representing international 
clientele. Wolf Popper’s office in San Juan, Puerto Rico 
provides the firm with a gateway to the civil law system in Latin 
America and Europe; Wolf Popper has working relationships 
with firms throughout those jurisdictions. Latin American 
institutional investors worldwide can expect fully bilingual 
services in portfolio monitoring and securities litigation from 
diverse and experienced attorneys.

Wolf Popper’s founders always recognized the value of a 
workforce comprised of talent across the demographic 
spectrum. The Firm has been committed to diversity and 
inclusion and gender equality since its inception and is proud 
to continue to embrace that tradition of inclusion to the benefit 
of the Firm and the clients we serve.

To learn more, please visit us at www.wolfpopper.com, or email 
us at outreach@wolfpopper.com.
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